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THE IGCA DIGEST

INTRODUCING IGCA’S
BI-ANNUAL DIGEST

W

ithout a doubt, education is one of IGCA’s primary goals.

As part of our efforts to disseminate knowledge and present our members
with trending industry news, on a bi-annual basis we will be releasing a
digest of sorts.
This publication will include a wide array of articles—penned by IGCA staff, our
training partners or our actual members—on all of those topics that are near and
dear to our hearts as professionals in the compliance, governance, risk management
and cyber security industries.
Our first issue featured here will serve as an introduction to many of the central
issues that impact our jobs as compliance experts. It includes articles on:
 The 3 Pillars of Modern Business: Governance, Risk & Compliance
 The Impact of Good Corporate Governance
 The Compliance Function: What is Compliance? Why is it Important?
 Preventing Bribery & Corruption
 Understanding Money Laundering
 How to Connect AML Risk Assessment with Other Financial Risk Assessments
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 Top 4 Tips for the Development & Maintenance of a Risk Management
Culture
 Key Elements for an Effective KYC Programme
 Financial Statement Fraud: Definition & Impact
Take your time looking through this material and please send us your thoughts on
this publication.
Obviously, if you would like to contribute an article for our next issue, please pitch
us your latest and greatest idea at info@igca.org and we’ll be in touch.
Stay safe, healthy & always compliant!
The IGCA Team
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ABOUT IGCA

F

ounded in 2020 and headquartered in the UK, the International Governance
& Compliance Association (IGCA) is a non-profit global professional
accreditation, certification and networking organization that aims to facilitate
the exchange of knowledge and sharing of experiences among compliance, risk,
cyber security and governance professionals.
At IGCA, we aspire to continuously grow our community to ensure multi-jurisdictional
regulatory compliance in the financial services industry and share our common
values, experiences, expertise and professional opportunities.
The IGCA’s mission is to improve the integrity of the global financial services industry
by:


Providing access to a globally recognized certification and continuous
educational programs that will allow our community to improve its
effectiveness and better support businesses;



Offering a valuable global networking forum that focuses on how the
latest developments in compliance, risk, cyber security and governance
may boost an organization’s overall efficiency;
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Sharing information and providing knowledge on best industry practices,
and;



Facilitating the exchange of ideas by hosting annual conferences, creating
high value content and increasing the visibility of our work in the financial
sector.

To achieve its mission, IGCA vows to:


Promote harmonized global standards for compliance, risk, cyber security,
technology and governance;



Engage in dialogue with relevant authorities and institutions;



Educate professionals in the private and public sector about said standards
and the strategies and practices required to meet them;



Certify its members’ achievements, and;



Provide a networking platform for collaboration and peer-to-peer learning
amongst our members.

THE IGCA PROFESSIONAL
CERTIFICATIONS (IGCAP)
The IGCA Professional (IGCAP) certification ensures that an individual has the skills
and technical knowledge required to perform the duties of an AML professional,
governance-related officer, risk manager, cyber security professional, compliance
officer, or internal auditor within an organization or regulated environment.
To become an IGCAP, get started HERE.
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THE 3 PILLARS OF
THE MODERN BUSINESS:
GOVERNANCE, RISK, COMPLIANCE

W

hen part of a broader operational governance strategy, Governance,
Risk and Compliance (GRC) practices ensure continuous oversight and
help businesses strike the right balance between cost optimization, risk
management and capacity for innovation.
Effective GRC management means organizations need to gather important risk
data, validate compliance and report results to management. Definitions of GRC
vary, as do the potential applications, uses and organizational approaches to its
implementation.

THE 3 PILLARS OF GRC
 Governance describes the overall management approach through
which senior executives direct and control the entire organization,
using a combination of hierarchical management control structures and
information.
 Risk Management is the set of processes via which management identifies,
analyses, and, where necessary, responds appropriately to risks that might
adversely affect the realization of the organization’s business objectives.
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 Compliance means conforming to a set of requirements, as defined by
laws, regulations, standards, contracts, strategies and policies.
With a constantly changing regulatory environment and increased risk exposure,
organizations are beginning to work towards a holistic and integrated GRC
framework, one that views all these three lines of defence as mutually related and
interdependent functions.

THE 3 KEY ASPECTS TO
SUCCESSFUL GRC IMPLEMENTATION
 Developing the policies and framework holistically in consultation with all
stakeholders involved;
 Training all relevant employees in relevant topics, and;
 Communicating the framework with all employees and gaining their
acceptance and execution.
Companies will often focus on the first area, devoting both time and resources to
ensure that the framework is well designed. Unfortunately, the essential areas of
effective training and communication are not given the required attention and are
not executed in a manner that will ensure positive results.
Appropriate GRC training is an inevitable component for employees, management
and board members. It forms an important part of their continuous learning, leading
to the success of the GRC design and implementation process.
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THE IMPACT OF GOOD
CORPORATE GOVERNANCE

C

orporate Governance is widely accepted to cover how a company is
directed and controlled while placing emphasis on the role of a company’s
management, its board, its shareholders and other stakeholders and the
relationships between these actors.
Several codes and papers, along with academic research, have defined what is
considered to be good corporate governance.
Achieving good corporate governance practices helps companies operate more
efficiently, improve access to capital, mitigate risk and safeguard against
mismanagement. It makes companies more accountable and transparent to investors
and gives them the tools to respond to stakeholder concerns in an efficient manner.
It also contributes to development since increased access to capital encourages
new investments, boosts economic growth and provides employment opportunities.
Overall, corporate governance ensures that an organisation is managed in a manner
that best fits everyone’s interests. Specifically, Ocorian, a leading international firm
in the provision of corporate and fiduciary services, highlights certain beneficial
impacts that add value to organisations that adopt good corporate governance
practices.
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Such favourable effects include:
 Risk mitigation: An effective corporate governance framework helps to
mitigate risks that can severely impact an organisation and its stakeholders/
interested parties by providing shareholders in non-listed companies with
the comfort that, although their exits may be difficult, their interests will
be safeguarded by the board and management.
 Improved capital flow with reduced capital cost: An increase in
confidence by investors and banks in the company due to robust financial
management reporting will not only improve access to capital, but also
minimise both the cost of capital and equity, resulting in an optimised
capital flow. Deciding on an appropriate capital structure is thus a key
element of good corporate governance. Transparency, especially regarding
everything of interest to investors, will command a lower risk premium
and, therefore, also contribute to reducing the cost of capital and equity.
 Increase in share price: The value of the organisation will be positively
affected.
 Reputational boost and brand formation: Transparency in a company’s
internal policies, control mechanisms and how it deals with its suppliers,
vendors, media, staff and government bodies will boost its reputation and
thus its brand value.
 Company image: Through its adoption of an appropriate corporate social
responsibility strategy and the allocation of necessary resources, the
Board can address issues within the society where it operates and thus
build a favourable image for the organisation.
 More effective, better decision-making: Good corporate governance
also aims at a faster decision-making process by establishing a clear
delineation of roles between owners and management.
 Quality of information: Improved reporting of data leads managers and
owners to make more informed and fact-based decisions, leading to
improving sales margins and reducing costs.
 Focus on compliance: Good corporate governance will set policies that
require the company to stay compliant with local laws and regulations. It
will synchronise risk management and compliance to ensure the company
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has proper control mechanisms, meets its objectives and operates
efficiently in terms of people, processes, technology and information.
 Higher staff retention: An increase in staff retention and motivation can
be expected, especially from senior staff, when the company is consistent
in pursuing a well-defined and communicated vision and direction.
Additionally, millennials, now the largest single group on the labour
market in many countries, tend to rank an organisation’s commitment to
responsible business practices highly in their employment choices.
 Limitation of disruptive behaviour, corruption, wastage and conflicts of
interest: This is achieved by establishing rules to reduce potential fraud
and malpractices among employees and avoiding conflicts of interest,
namely through minority shareholders being given their share of voice by
being represented by independent directors.
Corporate Governance, in a nutshell, is a toolkit that enables management and the
board to deal more effectively with the challenges of running a company. It ensures
that businesses have appropriate decision-making processes and controls in
place so that the interests of all stakeholders (shareholders, employees, suppliers,
customers and the community) are balanced, and the future development of a
company is set on a sustainable trajectory.
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THE COMPLIANCE FUNCTION:
WHAT IS COMPLIANCE?
WHY IS IT IMPORTANT?

I

n general, compliance means conforming to a rule such as a specification, policy,
standard or law. Regulatory compliance describes the goal that organisations
aspire to achieve in their efforts to ensure that they are aware of and have
taken the necessary steps to comply with relevant laws and regulations. Due to the
growing number of regulations and a need for greater operational transparency,
the compliance function has acquired a prominent role within organisations.
In this article, we will examine the compliance function in general, taking a closer
look at the following items:
 The Importance of the Compliance Function
 The Key Functions of the Compliance Unit
 The Risk of Non-Compliance
 Interacting with the Regulator and Beyond
 Ethics and Compliance
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IMPORTANCE OF THE COMPLIANCE FUNCTION
The concept of compliance ensures that corporations act responsibly and within
the regulatory and legal frameworks. This is perhaps the most important benefit
of compliance for a business. No business wants to face criminal charges for not
adhering to the law. There are so many different regulations and laws with regards
to how a business should manage its staff, how stock and advertising is handled,
the rules of engagement when buying and selling or negotiating with customers,
employee salaries and safety rules, among others. With a proper compliance kit and
team, a company can stay on the right side of the law and operate in a safe manner.
Internal compliance to rules related to safety, wages, employee benefits and
protection, and compensation create a positive environment in the workplace.
Employees are more willing to work hard when they feel that that they are being
well compensated for their efforts and that they are safely employed. It is important
for internal compliance to be adhered to, since it will ensure that employees are
satisfied and that all complaints or issues are monitored and addressed properly
before they grow and adversely affect the entire corporation.

THE KEY FUNCTIONS OF THE COMPLIANCE UNIT
THE INTERNAL FUNCTIONS
 Identifying relevant risks an organisation faces and ensuring that
operations are in line with regulatory standards;
 Designing and implementing compliance programmes while also resolving
compliance difficulties as they occur in real time;
 Reviewing and commenting on policies and procedures;
 Reviewing and commenting on public announcements;
 Acting as an advisor and providing input to Board of Directors and senior
management, and;
 Driving training and awareness initiatives.
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THE EXTERNAL FUNCTIONS
 Serving as the official channel of communication with regulators;
 Reviewing documents to be submitted to regulators;
 Clarifying laws and guidelines with regulators, and;
 Interpreting the laws and guidelines and explaining them in simple
language to the company’s other employees.

COMPLIANCE RISK
A proportionate, risk-based compliance strategy works most effectively when it has
been fully and clearly communicated to the regulated sector.
The rapidly changing regulatory environment, the lack of global standards, and an
increased regulatory burden, in terms of what it takes to develop efficient systems
and processes, make it challenging to assemble a sound compliance strategy.
Therefore, it is important to continuously assess the compliance risk. Compliance
risk is the risk an institution may suffer as a result of its failure to comply with
all applicable laws, regulations, codes of conduct and standards of good practice.
Such failure may lead to legal or regulatory sanctions, financial loss or a loss to the
reputation of the firm.
The following factors should be taken into account when assessing compliance risk:
 The nature of the operation;
 The diversity of its operations;
 The complexity of its business;
 The scale of its business;
 The volume of transactions, and;
 The size of the transaction.
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In the end, non-compliance is expensive because it diverts attention away from
normal operations, increases regulatory scrutiny and invites legal action, all of
which lead to increased costs.

INTERACTING WITH THE REGULATOR AND BEYOND
Obviously, the relationship between the compliance function and the regulated
sector is important.
Compliance typically requires building strong relationships with local regulators
such as the Securities and Exchange Commission (SEC) in the US. In the UK, the
financial watchdog role is split between the Bank of England (BOE), the Financial
Conduct Authority (FCA) and the Prudential Regulation Authority (PRA). Furthermore,
the Securities and Futures Commission regulates Hong Kong, while Singapore is
under the watchful eye of the Monetary Authority of Singapore. Besides being
monitored by individual country regulators, European banks are also overseen by
the European Securities and Markets Authority (ESMA) and the European Banking
Authority (EBA).
In recent years, however, local compliance teams need to have expertise in overseas
regulations that have a global reach.
The Foreign Account Tax Compliance Act (FATCA) is a 2010 US law, but its provisions
affect US taxpayers abroad and banks from London to Hong Kong have been hiring
people to work on FATCA compliance. Similarly, banks in all major financial centres
need staff experienced in handling Basel III, a regulation that places more stringent
demands on the amount of capital banks are required to hold.

ETHICS AND COMPLIANCE
Ethics and compliance are essentially different sides of the same coin.
Compliance entails following the law, while ethics is doing what is right regardless
of what the law says. Compliance is something that the government requires you
to do. Ethics, on the other hand, is something you choose to consider when taking
action.
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As an example, various countries have environmental laws that require products to
be labelled in a certain way and may include font requirements, placement rules,
etc. Failing to properly label a product or follow some other technical regulation
may not merely be unethical or immoral, but undoubtedly is noncompliant, which
means that the company may face fines, liability or other government action.
By contrast, a government may not force a company to make its products
environmentally safer or easier to recycle, but doing so may be the ethical thing to
do.
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PREVENTING BRIBERY
AND CORRUPTION

C

orruption is “the abuse of entrusted power for private gain.” It can be
classified as grand, petty or political.

Grand corruption occurs at a high level of government, through acts that
distort policies or the central functioning of the state. These acts enable state
leaders to benefit at the expense of the public good.
Petty corruption refers to everyday abuse of entrusted power by low and mid-level
public officials in their interactions with ordinary citizens who are trying to access
basic goods or services in places like hospitals, schools, police departments and
other agencies.
Political corruption occurs when political decision makers manipulate policies,
institutions and rules relating to the allocation of resources and financing, thus
abusing their position to sustain their power, status and wealth.
Bribery is a main form of corruption. Simply put, bribery is the gift given to
influence the recipient’s behaviour. The Black’s Law Dictionary defines bribery as
“the offering, giving, receiving, or soliciting of any item of value to influence the
actions of an official or other person in charge of a public or legal duty.”
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Bribery is a two-way transaction that comes in many forms. It requires both a bribepayer and a bribe-taker. That is why so much emphasis is placed on stopping people
and companies paying bribes, even if they relate to small amounts.
The problems arising from bribery are vast and the repercussions are widespread.
If the supply-side of bribery is cut, then we may have a solution to the problem of
corruption.
Bribery exists throughout the world. It is unethical, illegal and by definition corrupt,
meaning it is an abuse of power for personal gain.

DOES BRIBERY MATTER?
Do bribery and corruption affect society? Yes, they do!
Do bribery and corruption matter? Definitely!
According to the Organisation for Economic Co-operation and Development (OECD),
“Bribery and corruption are damaging to democratic institutions and the governance
of corporations…[discouraging] investment and distort international competitive
conditions.”
In recent years, there has been increasing research into the impact of corruption. It
has become clear that corruption, including bribery, is not a victimless crime.
Let’s use Kenya as an example. According to Transparency International, “bribery
is estimated to raise the average Kenyan family’s annual cost of living by 15%.” The
Kenyan statistic is an example of how demands for bribes affect even individuals,
often the poorest of the poor.
Bribery gives rich people the ability to get away with breaking the law through
paying money to officials. This creates an unjust society that prosecutes the poor
while leaves the rich almost invincible.
The question is “How do we cut through and make real change?”

18

THE IGCA DIGEST

According to Robert Barrington, Executive Director of Transparency International
UK, “Each time a company pays a bribe it is contributing even in a small way to
perpetuating a system of corruption that embeds poverty and inequality. Stopping
this supply-side bribery is vital if the fight against corruption is to be successful.”

WHY FIGHT BRIBERY?
Corruption impacts societies in a multitude of ways.
The cost of corruption can be divided into four main categories: political, economic,
social and environmental.
On the political front, corruption is a major obstacle to democracy and the rule of
law. In a democratic system, institutions lose their legitimacy when they are misused
for private advantage. This is harmful in established democracies, but even more so
in newly emerging ones. It is extremely challenging to develop responsible political
leadership in a corrupt climate.
Economically, corruption depletes national wealth. Corrupt politicians invest
scarce public resources in projects that will fill their pockets rather than benefit
communities. For example, they prioritise high-profile projects such as dams,
power plants, pipelines and refineries over less spectacular, but more urgent,
infrastructure projects such as schools, hospitals and roads. Corruption also hinders
the development of fair market structures and distorts competition, which in turn
deters investment.
Corruption corrodes the social fabric of society. It undermines people’s trust in
the political system, in its institutions and its leadership. A distrustful or apathetic
public can then become yet another hurdle to challenging corruption.
Fighting bribery and corruption is not easy. Bribery and corruption can only be
kept in check if representatives from government, business and civil society work
together to develop standards and procedures they all support.
By fighting bribery you fight for a business environment prone to growth. A
responsible attitude towards the elimination of bribery and corruption would lead
to a better world!
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UNDERSTANDING
MONEY LAUNDERING

T

he broadly accepted definition of money laundering is: “The process by
which criminals seek to conceal the true origins and/or ownership of the
proceeds, or benefits, of criminal activity.”

Therefore, from the criminals’ perspective, the aim of money laundering is to achieve
a situation where the proceeds of their activities appear legitimate, enabling them
to avoid prosecution, conviction and the confiscation of the criminal funds.

HOW IS MONEY LAUNDERING COMMITTED?
Criminals use financial institutions as the major conduits to assist in these
activities. This means that it is important that those working in the financial
services sector are fully aware of the regulatory requirements in respect of money
laundering and of their personal responsibilities.
When a criminal activity generates substantial profits, the individual or group
involved must find a way to use the funds without drawing attention to the
underlying activity or persons involved in generating such profits. Criminals achieve
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this goal by disguising the source of funds, changing the form or moving the money
to a place where it is less likely to attract attention.
Criminal activities that lead to money laundering (i.e., predicate crimes) can include:
illegal arms sales, narcotics trafficking, contraband smuggling and other activities
related to organized crime, embezzlement, insider trading, bribery and computer
fraud schemes.
Laundering does not have to involve money at all since the proceeds to be laundered
can involve any sort of tangible or intangible property derived from crime. It is also
the case that criminal property does not have to move for it to be laundered. For
example, legitimately earned money that has not been declared for tax may be
placed directly into a bank account in a different jurisdiction from where it was
earned. At this point, it represents the profit from a legitimate activity but, because
it has not been declared for tax in the jurisdiction in which it was earned, it becomes
the proceeds of crime.
Similarly, the proceeds of fraud, bribery, corruption and insider dealing often involve
the use and abuse of private limited companies and trusts set up in jurisdictions
well away from the scenes of these crimes. In this way, corrupt officials and
criminals seek to distance the criminality from which they wish to avoid detection
by arrangements designed to disguise the true ownership of those vehicles.
Money laundering may look like a polite form of white-collar crime, but it is the
companion of brutality, deceit and corruption. The process deprives governments of
tax revenues, thereby raising the relative burden of honest citizens. Because of rapid
movements of large amounts of money, normally stable financial institutions can
become undermined, threatening the savings and retirement funds of thousands
of innocent people.

THE THREE STAGES OF
MONEY LAUNDERING PROCESS
So how is money laundered? Generally a three-stage process is used. These stages
are called placement, layering and integration. We now look at these in a little
greater detail.
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Placement is the physical disposal of the initial proceeds derived from the illegal
activity. The first step is to introduce cash into the financial system.
The money launderers use various vehicles to do this, for example, deposits, money
transfers, purchases of monetary instruments such as travellers’ cheques, bank
cheques or money orders, foreign currency conversions, etc. They may also use
insurance companies, brokerage accounts, credit cards and other financial services
to achieve this.
Layering is the separating of illicit proceeds from their source by creating complex
layers of transactions designed to disguise the audit trail and provide anonymity.
Layering is like a shell game with many transactions and conversions taking place
to blur the trail back to the original crime. This may include investments, purchases
of goods and services, cashing cheques, using several smaller cheques to purchase
a bank transfer and so on.
Integration is the provision of apparent legitimacy to criminally derived wealth. The
laundered proceeds re-enter the financial system, appearing as normal funds.
Integration is the final stage of the money laundering process. This is when the
criminal re-introduces the funds into the legitimate economy with an apparently
legitimate origin. Examples include investing in a company, purchasing real estate
or luxury goods, etc.
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HOW TO CONNECT AML RISK
ASSESSMENT WITH OTHER
FINANCIAL RISK ASSESSMENTS

U

ntil the latter part of the 20th century, financial crime had a limited scope
and was understood to include corruption, bribery, fraud, money laundering
(ML), the proceeds of drug trafficking and other serious crimes.

The term has expanded to include laundering the proceeds of any crime together
with terrorist financing (TF), the financing of the proliferation of weapons of mass
destruction, breaches of financial and trade sanctions, market abuse and tax
evasion.
To help establish uniform and effective measures, the Financial Action Task
Force (FATF) was founded in 1989 on the initiative of the G7. The objectives of FATF (an
international, intergovernmental body) are to set standards and promote effective
implementation of legal, regulatory and operational measures for combating
money laundering, terrorist financing and other related threats to the integrity of
the international financial system.
The FATF works to align international AML/CFT standards across its 37 current
member states by issuing regular guidance to financial authorities. The FATF sets
out its approach to AML/CFT in its 40 Recommendations, which lines out how
EU member-state authorities and financial institutions seeking to understand or
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comply with FATF policy can implement them in a manner consistent with domestic
legal and financial systems. The FATF recommendations range from implementing
international conventions to introducing reporting and due diligence measures.
FATF, along with numerous member countries, such as the UK and United States,
promote risk-based controls. According to FATF, there are cases where the risk of
money laundering or terrorist financing is higher, and the appropriate enhanced
customer due diligence (CDD) measures have to be applied.
A Risk-Based Approach (RBA), in line with FATF recommendations, requires financial
institutions to have systems and controls that are commensurate with the specific
risks of money laundering and terrorist financing facing them.
A RBA involves specific measures and procedures such as:
 Identifying and assessing the ML/TF risks emanating from particular
clients, services, geographical areas and delivery channels of operation of
the licensed firm and its clients.
 Documenting in the risk management and procedures manual, the policies,
measures, procedures and controls to ensure their uniform application
across the licensed firm by persons specifically appointed for that purpose
by the Board of Directors, sole director or sole practitioner.
 Managing and mitigating the assessed risks by the application of
appropriate and effective measures, procedures and control.
 Continuous monitoring and improvements in the effective operation of
the policies, procedures and controls.
The RBA is carried out on a client basis during on-boarding and revised during the
review of the relationship and on a firm-wide basis annually, taking into account
the overall risks undertaken by the firm.
The RBA shifts the focus of AML compliance from post-analysis of data to proactive
judgment. Financial institutions must work on an ongoing basis to understand
the money laundering threats they face and deploy commensurate measures to
manage their risk exposure.

24

THE IGCA DIGEST

A RBA means that countries, competent authorities and financial institutions identify,
assess and understand the money laundering and terrorist financing risk to which
they are exposed and, in accordance with the level of risk, take the appropriate
mitigating measures. This flexibility allows for an efficient use of resources. Financial
institutions, countries and competent authorities can decide on the most effective
way to mitigate the money laundering/terrorist financing risks they have identified.
It enables them to focus their resources and take enhanced measures in situations
where the risks are higher and apply simplified measures where the risks are lower.
A reasonably designed risk-based approach is one by which institutions identify the
criteria to measure potential money laundering risks. Identification of the money
laundering risks of customers and transactions will allow institutions to determine
and implement proportionate measures and controls to mitigate these risks. Risks
for some customers may only become evident once the customer has begun
transacting through the account, making monitoring of customer transactions a
fundamental component of a risk-based approach.
In May 2020, FATF issued a paper regarding risks and responses on COVID-19 related
crimes, which may lead to ML/TF. This paper is part of a coordinated and timely
response to the impact of the COVID-19 crisis on global anti-money laundering
(AML) and counter terrorist financing (CFT) efforts and the application of the FATF
standards. This response also includes a statement from the FATF President, issued
on 1 April, on how the risk-based approach of the FATF standards provides for
emerging threats and vulnerabilities to be managed effectively.
The key findings of the paper include:
 The increase in COVID-19-related crimes, such as fraud, cybercrime,
misdirection or exploitation of government funds or international financial
assistance, is creating new sources of proceeds for illicit actors.
 Measures to contain COVID-19 are having an impact on the criminal
economy and subsequently changing criminal behaviour so that profitdriven criminals move to other forms of illegal conduct.
 The COVID-19 pandemic is also impacting the government and private
sectors’ abilities to implement AML and CFT obligations from supervision,
regulation and policy reform to suspicious transaction reporting and
international cooperation.
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 These threats and vulnerabilities represent emerging money laundering
and terrorist financing risks. Such risks could result in:


Criminals finding ways to bypass customer due diligence measures;



Increased misuse of online financial services and virtual assets to
move and conceal illicit funds;



Exploiting economic stimulus measures and insolvency schemes as
a means for natural and legal persons to conceal and launder illicit
proceeds;



Increased use of the unregulated financial sector, creating additional
opportunities for criminals to launder illicit funds;



Misuse and misappropriation of domestic and international financial
aid and emergency funding, and;



Criminals and terrorists exploiting COVID-19 and the associated
economic downturn to move into new cash-intensive and highliquidity lines of business in developing countries.

 AML/CFT policy responses can help support the swift and effective
implementation of measures to respond to COVID-19, while managing new
risks and vulnerabilities. These include:
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Domestic coordination to assess the impact of COVID-19 on AML/CFT
risks and systems;



Strengthened communication with the private sector;



Encouraging the full use of a risk-based approach to customer due
diligence, and;



Supporting electronic and digital payment options.
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TOP 4 TIPS FOR THE
DEVELOPMENT & MAINTENANCE
OF A RISK MANAGEMENT CULTURE

R

egardless of your industry, avoiding potential risks and managing those you
do face head-on is of crucial importance to the survival of your business.

When building, maintaining and growing a business, you are more than likely
to come across a great array of pitfalls, and you must do your best to circumvent
or manage these if you want to experience success. This, of course, is a whole lot
easier said than done.
With this in mind, what are some of the main strategies a business can adopt to
avoid risk and build a sound, effective and comprehensive risk management culture
within the firm?
Find out here EIMF’s top tips for the development and maintenance of a firm’s risk
management culture!

1

Establish Standard Risk Management
Procedures & Policies

One of the first things a company should do to establish a risk management culture
is to develop procedures and overarching policies to deal with risk.
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If there are no standards set in place, employees will not know how to avoid risky
situations or handle them when stuck in the middle. Keeping in mind there isn’t a
“one size fits all” risk management solution, these policies and procedures must
reflect the company’s overall nature and culture and obviously be built to confront
those risks that are most prevalent in the industry.
Procedures must be step-by-step in nature and offer employees and upper
management with an easy, clear and effective roadmap to follow when dealing with
risk.
As noted in PwC’s 2018 Financial Services Risk Culture Survey, it is imperative for
companies to “review your [companies] risk culture framework and make sure it
covers a broad but realistic set of dimensions, including elements of leadership,
governance, talent, communication, and global operating norms.”
Besides assisting in the avoidance and management of risk, setting these procedures
and policies from the onset will allow firms to minimize future costs, optimize
workflow and ultimately perform in a more efficient manner.

2

Learn From & Rely on
Past Experiences with Risk

It might sound cliché but learning from your past experiences and avoiding similar
mistakes is a powerful tool when it comes to the development and maintenance of
a risk management culture within your firm.
Hence, it is important to design and keep an in-depth risk register that includes all
instances of potential and experienced risks, solutions applied or decisions taken,
and final outcomes.
For example, Chris Caron, Compliance Director at Kiewit, an American construction
and engineering company, pushed the company’s project managers to complete
“a risk matrix for their own projects” and fine-tune “the company-wide risk
measurement scale to better reflect the organization’s risks.”
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Furthermore, as suggested by File Minders, a Cypriot company in enterprise
information management services, integrated risk management can be facilitated
via “scanning, data capture, management, preservation and delivery of information
through structured physical and digital systems encompassing document
management, imaging, records management, workflow and regulatory compliance
management.”
As you collect knowledge and data, patterns and trends might emerge that will
allow you to predict the future when it comes to avoiding and managing risk.

3

Set the Risk Management Tempo
from Above (or Tone at the Top)

It is practically impossible to expect employees to adopt a set of risk management
procedures and policies if the firm’s upper management is not doing the same.
Hence, establishing a strong risk management culture starts with the company’s
leaders.
As explained by Covercent, a developer of ethics and compliance cloud platforms,
“making sure that top-level management is using the same messaging and
approach that you’ll be promoting will help solidify the message and give weight to
its importance.”
A great specific example is the case of Sales Force, the US-based cloudcomputing giant. Sarah Clayton and John Wisdom, who work for PR firm Weber
Shandwick, report in Quartz at Work that “the alignment process [at Sales Force]
starts at the top with co-CEOs Marc Benioff and Keith Block defining their “V2MOMs,”
as they’re referred to internally.”
More specifically, write Clayton and Wisdom, “this framework allows them to record
their vision, values, methods, obstacles and measures for the year to come,” with
“all employees then [following] suit, completing their own V2MOMs and ensuring
not only that what they do is consistent with the company’s strategy, but that how
they do it aligns with the company’s values.”
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4

Train Your Staff to
Identify & Manage Risk

However, it simply isn’t enough for leaders to set an example by adopting said set
of risk management procedures and policies.
Employees must be properly trained in recognizing, avoiding and managing risk
and being consummate team members of an organizational culture that excels at
risk management. Obviously, this training will also help employees take the best
available decision when faced with potential risks.
Additionally, once employees are properly trained and risk management procedure
and policies have been deeply ingrained, the organization should make sure to
continue to refine them based on changes to its overall business strategy.
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KEY ELEMENTS FOR AN
EFFECTIVE KYC PROGRAMME

A

key concern and critical risk for financial institutions (FIs) remains the
possibility of unknowingly becoming complicit in money laundering actions
where illegitimate money is moved into legitimate institutions.

In order to mitigate such risk, FIs have strengthened their internal control systems by
increasingly making use of Know Your Customer (KYC) and Customer Due Diligence
(CDD) requirements as part of their anti-money laundering (AML) strategies.
In designing a solid KYC/CDD programme there are key elements that need to be
incorporated. Namely, the key four elements for an effective KYC Programme are:
 Client Acceptance Policy
 Customer Identification
 Ongoing Monitoring
 Risk Management
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FOUR KEY ELEMENTS OF AN
EFFECTIVE KYC PROGRAMME
Firms should not only establish the identity of their customers, but should also
monitor account activity to determine those transactions that do not conform
with the normal or expected transactions for that customer or type of account and
manage the related risk accordingly. Each of these activities is reviewed separately,
highlighting the importance of each one separately, and how these need to be
properly executed for the KYC programme to be effective. An additional factor, the
training of personnel, is also reviewed.

CUSTOMER ACCEPTANCE POLICY
Firms should develop clear customer acceptance policies and procedures, including
a description of the types of customer that are likely to pose a higher than average
risk to a firm. In preparing such policies, factors such as customers’ background,
country of origin, public or high-profile position, linked accounts, business activities
or other risk indicators should be considered.
Firms should develop graduated customer acceptance policies and procedures
that require more extensive due diligence for higher risk customers. For example,
the policies may require the most basic account-opening requirements for a
working individual with a small account balance. It is important that the customer
acceptance policy is not so restrictive that it results in a denial of access by the
general public to financial services, especially for people who are financially or
socially disadvantaged.
On the other hand, quite extensive due diligence would be essential for an individual
with a high net worth whose source of funds is unclear. Decisions on whether to
enter into business relationships with higher risk customers, such as politically
exposed persons, should be taken exclusively at senior management level.
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CUSTOMER IDENTIFICATION
Customer identification is an essential element of KYC standards. A customer can
be:
 The person or entity that maintains an account with the firm or those on
whose behalf an account is maintained (i.e., beneficial owners).
 The beneficiaries of transactions conducted by professional intermediaries.
 Any person or entity connected with a financial transaction that can pose
a significant reputational or other risk to the firm.
Firms should establish a systematic procedure for identifying new customers and
should not establish a business relationship until the identity of a new customer is
satisfactorily verified.
Firms should “document and enforce policies for identification of customers and
those acting on their behalf.” The best documents for verifying the identity of
customers are those most difficult to obtain illicitly and to counterfeit. Special
attention should be exercised in the case of non-resident customers and under
no circumstances should a firm short-circuit identity procedures just because the
new customer is unable to present himself for interview. The firm should always
ask itself why the customer has chosen to open an account in a foreign jurisdiction.

ONGOING MONITORING OF
ACCOUNTS AND TRANSACTIONS
On-going monitoring is an essential aspect of effective KYC procedures.
Firms can only effectively control and reduce their risk if they have an understanding
of the normal and reasonable account activity of their customers so that they
have a means of identifying transactions that fall outside the regular pattern of
an account’s activity. Without such knowledge, they are likely to fail in their duty to
report suspicious transactions to the appropriate authorities in cases where they
are required to do so.
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The extent of the monitoring needs to be risk-sensitive. For all accounts, firms
should have systems in place to detect unusual or suspicious patterns of activity.
Establishing limits for a particular class or category of accounts can do this. Particular
attention should be paid to transactions that exceed these limits. Certain types of
transactions should alert firms to the possibility that the customer is conducting
unusual or suspicious activities. They may include transactions that do not appear
to make economic or commercial sense, or that involve large amounts of cash
deposits that are not consistent with the normal and expected transactions of the
customer. Very high account turnover, inconsistent with the size of the balance,
may indicate that funds are being “washed” through the account. Examples of
suspicious activities can be very helpful to firms and should be included as part of
a jurisdiction’s anti-money-laundering procedures and/or guidance.

RISK MANAGEMENT
Effective KYC procedures embrace routines for proper management oversight,
systems and controls, segregation of duties, training and other related policies. The
firm’s board of directors should be fully committed to an effective KYC programme
by establishing appropriate procedures and ensuring their effectiveness.
Explicit responsibility should be allocated within the firm for ensuring that the
firm’s policies and procedures are managed effectively and are, at a minimum, in
accordance with local supervisory practice. The channels for reporting suspicious
transactions should be clearly specified in writing and communicated to all
personnel. There should also be internal procedures for assessing whether the
firm’s statutory obligations under recognised suspicious activity reporting regimes
require the transaction to be reported to the appropriate law enforcement and
and/or supervisory authorities.
Internal audit and compliance functions have important responsibilities in
evaluating and ensuring adherence to KYC policies and procedures. As a general
rule, the compliance function should provide an independent evaluation of the
firm’s own policies and procedures, including legal and regulatory requirements. Its
responsibilities should include ongoing monitoring of staff performance through
sample testing of compliance and review of exception reports to alert senior
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management or the Board of Directors if it believes management is failing to
address KYC procedures in a responsible manner.

TRAINING REQUIREMENTS
A final point that needs to be raised and is arguably of equal importance in achieving
efficient and effective KYC/CDD policies is the training of personnel. Given the
rapidly developing regulatory environment and the complex challenges that arise
for FIs, it is imperative for a successful KYC programme that the relevant personnel
be adequately trained and equipped to deal with such challenges.
As a result, all firms must have an ongoing employee-training programme to ensure
that staff systematically undergoes the appropriate training in KYC procedures. The
timing and content of training for various sectors of staff will need to be adapted
by the firm for its own needs. Training requirements should have a different focus
for new staff, front-line staff, compliance staff or staff dealing with new customers.
New staff should be educated in the importance of KYC policies and the basic
CDD requirements. Front-line staff members who deal directly with the public
should be trained to verify the identity of new customers, exercise due diligence in
handling accounts of existing customers on an ongoing basis, and detect patterns
of suspicious activity. Regular training should be provided to ensure that staff is
updated on regulatory developments and kept alert. It is crucial that all relevant
staff fully understands the need for and implement KYC policies consistently.

CONCLUSION
The above elements are vital in the design and implementation of sound KYC
programmes, thus helping to mitigate the risks involved with money laundering
practices and, at the same time, ensure the long-term credibility and reputation of
the organisation. No FI has the luxury of bypassing or undermining KYC programmes
as it will not only make the organisation vulnerable to risks and the facilitation of
illegal practices, but the organisation will also be faced with legal repercussions
resulting from violations of regulatory requirements.
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FINANCIAL STATEMENT FRAUD:
DEFINITION & IMPACT

A

ccording to the European Anti-Fraud Office, fraud is considered to be “a
deliberate act of deception intended for personal gain or to cause a loss to
another party.”

Fraudulent practices have existed since ancient times, but, in more recent years,
these have become more complicated and, at times, difficult to trace and prove.
Especially during a financial crisis, there is strengthened motive for an individual or
a firm to perform such actions and justify them through a rationalisation process
that primarily rests on the economic hardship experienced.

WHEN IS FRAUD MORE LIKELY TO OCCUR?
Fraud is often explained in terms of the fraud triangle, which says that fraud is
most likely to occur when there is an overlap of an incentive or pressure to commit
fraud, the opportunity to commit fraud, and a rationalisation thereof.

1
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Pressure is what motivates the crime. An individual with financial problems
that cannot be solved through legitimate means can more easily proceed
with an illegal act.
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2
3

Opportunity is the method by which the crime can be committed, for
example, the lack of supervision over the cash till.
Rationalisation is the justification of the crime to the mind of the offender.
For instance, the understanding that since their employer is also dishonest,
he deserves to be stolen from.

During a recession, the incentive or pressure to commit fraud increases, as financial
pressure increases and meeting corporate targets becomes unfeasible. Also the
desire to help the organisation succeed intensifies and employees feel the need to
impress employers, especially when significant staff cuts are being implemented.
An offender, therefore, can resort to fraudulent actions on behalf of the company to
ensure success for their organisation. Alternatively, an individual may defraud the
company for personal benefit, either because he/she is in a precarious financial
position or merely out of greed.

CONSEQUENCES RESULTING
FROM FRAUDULENT PRACTICES
When fraud is committed, it has many correlated side effects—towards the company,
its employees, but also towards the public.
One of the most direct side effects is financial loss. If a business owner perpetrates
financial statement fraud, the actual theft might not be obvious, at least in the short
run, if not enough money is taken from the company. However, when his/her illegal
acts are revealed, then fines assessed for misleading investors, civil suits to recoup
investor and creditor losses, and the unwillingness of companies to extend credit
to the business in the future, all add up to a severe financial loss for the company.
Once fraud has been uncovered, the company also faces an ongoing problem
of public trust in the organization. While a small business might never be engaged
in another fraud, its public image might be tarnished forever. As a consequence,
the company may have to pay a higher price for credit, may be refused membership
in trade associations or might not be considered for a strategic alliance with
prospective partners.
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Additionally, the effect of fraud on a company’s culture and morale can be
shattering. Any association with a company that has perpetrated or suffered fraud
can be troubling and embarrassing for the people who work there. This may be
especially true in a small-business setting where workers feel more connected
with one another. Even if employees decide to leave the company, they still carry
an association with the fraudulent, even if they were not involved with the fraud
at all.
Furthermore, small businesses that are subject to audit and have experienced
fraud, especially if the fraud was perpetrated by company management, are likely
to be assessed as a high audit risk. This means auditors will more closely scrutinise
company books before signing a company’s financial statement. When an auditor
is required to perform more procedures, the cost of the audit will increase. This can
often be mitigated by demonstrating that the offending managers or employees
have left the company and the company has instituted strict procedures to prevent
future attempts at fraud.

OCCUPATIONAL FRAUD
One of its most known categories is occupational fraud, which has three main
subcategories: (1) Corruption and bribery; (2) Asset misappropriation, and;
(3) Financial statement fraud.
When in financial dire straits, organisations may resort to desperate measures
to survive. This may result in the payment of bribes to relevant actors and
misrepresentations being made to clients. Additionally, an organization can proceed
with other forms of corruption such as the favouring of tenders, falsifying insurance
claims and taking short-cuts.
Employees, on the other hand, may find themselves falsifying qualifications
and references, stealing cash and stock, actions that are categorised as asset
misappropriations.
Furthermore, employees may proceed with altering documents and misrepresenting
accounts so as to assist the company with presenting a stronger image to the public
or to investors. These transactions are usually identified in financial statement
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fraud. Financial statement fraud is an intentional misrepresentation of the financial
statements of a company with the intent to mislead the financial statement users.
Financial statement fraud usually takes the form of either overstated assets and
revenue or understated liabilities and expenditure.
With the overstatement of the assets or revenue the company is showing a stronger
financial position. This is usually performed with the inclusion of non-existing
assets in the statement of financial position or with unjustified revenue in the
statement of profit and loss.
The understatement of liabilities and expenditure is shown through exclusion of
costs or financial obligations. Either method used will result in the increase of
equity and net worth for the company.
The cause of financial statement fraud does not usually involve personal gain.
Most of the times, it derives from the combination of pressures on the company
or management to perform well and the opportunity to commit fraud thinking that
they will not be detected.
A common situation that could trigger someone to commit financial statement
fraud for personal gain is the sudden decrease in revenue, where the employees’
bonus is linked to the performance of the company. Similarly, a person can commit
fraud in order to protect the company from facing financial problems.
For instance, assume a bank will grant a loan to a company if its earnings remain
the same as per the prior year. If the company does not reach that goal, then there
will be no financing and the company could even face bankruptcy.
Overall, the opportunities to commit fraud are usually linked with the absence
or perceived absence of control such as, for example, the absence of a board of
directors or a weak or non-existing internal control system.
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